Yro Takoe pummHr?

@OUIIMHT — 3TO TAKOM BUJ MOLIEHHUYECTBA, KOI/A 3JI0YMBIIIJIEHHUK BBIHYXKIACT BaC COBEPILIUTD
JEHCTBHE, TO3BOJISIIOIIECE EMY ITOJIYYUTh JOCTYII K BallleMy YCTPOMCTBY, YYETHBIM 3aIIMCIM HIIU
NepCOHANBHBIM JaHHBIM. BbiaBas ce0s 3a uenoBeKa MM TOBOPS OT UMEHH OpraHU3aluu, KOTOPBIM
BBI JI0OBEPsIETE, MOIICHHUK JIETKO MOXKET 3apa3uTh Ballle yCTPOMUCTBO BpeAOHOCHBIM 110 mn ykpacts
PEKBU3UTHI Balleil 0aHKOBCKON KapThl.

Jpyrumu cinoBaMu, IpH MOMOLIY METOA0B COLMAILHON MHKEHEPUU OH JIOBUT BAaC HA HAKUBKY
JIOBEpHs, YTOOBI MOTYYUTh LEHHYIO0 HHPOPMALIUIO. DTO MOXKET OBITh YTO YTOAHO: OT YYETHOM 3aIUCH
B COLICETAX /10 MOJIHOW MAECHTU(PHUKALMU Balllel JIMYHOCTH C IIOMOUIbIO MACIOPTHBIX IaHHBIX.
Hcrnonb3ys 3T METO/IbI, MOLIEHHUK IPUHYKIAET BaC OTKPHIThH BIIOKEHHE, IIEPEUTH 110 CCBLIKE,
3aIll0JHUTH (POPMY MIIM COOOLIUTH €My MepCoHaNbHbIE AaHHble. Cl1eJ0BaTeNbHO, HYKHO IIOCTOSHHO
OBITH HAYEKY, YTO MOXKET OBITh JIOBOJIHLHO YTOMHUTEIBHO.

Camblil pacipOCTpaHEHHBIH clieHapuii (PUITUHTA BBITJISAUT CIEIYIOIMIMM 00pa3oM.

o BrbI oTKpBIBaeTE 2NEKTPOHHYIO TIOUTY U OOHAPYKMBaeTe TaM (PUITMHTOBOE MMUCHMO C
yBeJIOMJICHHEM OT Baiero 6anka. Ilepeiiis mo ccbuike B MMCbME, BbI I0IIa/1a€Te HA BEO-CTpaHUILY
(UIIMHTOBOTO caiiTa, KOTOpas BHITJISAUT TIOX0XKEH Ha CalT Bamero OaHka.

e DTO U €CTh HAKMBKA: MOIICHHUKH CHEIMATIbHO CO3JaJIU 3Ty CTPAHUILY, YTOOBI HOXUTUTh Ballll
naHHble. B 0aHKOBCKOM yBEeIOMIICHHH OY/ET CKa3aHO, YTO C Balllel Y4eTHOW 3alTMChI0 BOSHUKIIA
npo0JemMa U BaM HY>KHO MOJATBEPJUTH JIOTUH U MapOJib.

o Ilocne Toro kak Bbl BBOJIUTE CBOM YUETHBIC JaHHBIE HA OTKPBIBIICHCS CTPAHUILIE, BAC OOBIYHO
MepeHANPABIISIIOT HAa HACTOSIINI cailT 0aHka, 4TOOBI BBl BBENU JaHHBIC MOBTOPHO. IMEHHO
MO03TOMY BbI HE Cpa3y MOHUMAETE, YTO BaIllU JaHHbIE ObUTH MOXUIIECHBI.

MolleHHUKH MOTYT OBITh OYE€Hb N300pETaTEIILHBIMU M UCITOJIb30BaTh BCE KaHAIBI KOMMYHUKAIIMH, B
TOM 4ucIe TeneoHHble 3BOHKH. OnacHOCTh (PUITMHTA B TOM, YTO MOMACTHCS Ha KPIOUOK MOKET
7100011 YeIIOBEK, €CIIM OH HEJIOCTaTOYHO BHUMATEJICH K MEIIKUM JETaJISIM.

YroObI 3aUTUTE ce0s1, HE BIaJias IpU 3TOM B IapaHOMI0, 1aBaiiTe pazdbepeMcs, KaKk IPOUCXOIAT
(UIIMHTOBBIE aTAKU.

Kak npoucxoaur ¢pummnr?
MutieHbro st QUIIMHTA MOKET CTaTh JH000M MOIB30BaTeNlb MHTEPHETA WIH TeNe(hOHHOM CBS3H.
C nomo1pio (PUIIMHTa MOLUIEHHUKH OOBIYHO MBITAIOTCS C/AENATh CEAYIOIIEe:

e 3apa3uTh Ballle YCTPOHUCTBO BpeAoHOCHBIM 110;

e TOXMUTUTh KOHPUIACHIMATIBHYIO HH(OPMAIIHIO, YTOOBI MOJYUUTh AOCTYI K BalllUM J€HbIaM WIIH
IIEPCOHAIIBHBIM JJaHHBIM;

e TOJYYHUTH JOCTYII K BallUM YUCTHBIM 3aIIUCAM;

e yOemuTh Bac JOOPOBOJBHO MEPEBECTHU ACHBIHM WM APYTHE IIECHHOCTH.
Wuoraa mof yrpo30ii 0Ka3bIBa€TeCh HE TOJIBKO BbI TUYHO. ECITH 37I0YMBINITIEHHUK MOJTy4aeT TOCTYI K
BalIen 3HeKTpOHHOI\/'I mo4yTe, CIIMCKY KOHTAKTOB HMJIM aKKayHTaM B COLCETAX, OH MOXKET pacChllIaTh
BalllM 3HAKOMBIM (DUIITMHTOBBIE TUChMA OT BaIIETO UMEHHU.

JloBepue K TOMy, KTO 3BOHUT, U CPOYHOCTh BOIIPOCA — BOT Ha YTO JIeJAeTCsl CTaBKa B (PUILKHTE, U
UMEHHO 3TO JIeJIaeT €ro ONacHbIM U MO03BOJIsIET 0OMaHyTh Bac. Eciy mpecTynmHUKY ylaeTcs 3apyduThes
BalllM JIOBEpUEM U yOeaUTh Bac JeHCTBOBATh OBICTPO, HUUErO HE 00yMaB, Bbl CTAHOBUTECH JIETKON
KEPTBOM.
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Krto puckyer crarh :KepTBOi (PMIIMHIOBbIX aTaAK?
JIr060i1 yenoBeK, He3aBUCUMO OT BO3PACTa, MOXKET CTAaTh KEPTBOU (PUIIMHTA — JOMA HITH Ha paboTe.

YcTpoiicTBamMH, OAKIIOYEHHBIMYA K HHTEPHETY, CETOJIHS IIOJIB3YIOTCS BCE OT MaJa [0 Benuka. Eciu
MOIIICHHUK OOHAPYKUT B OTKPHITOM JIOCTYIIE Ballly KOHTAaKTHYIO HH(POPMAIINIO, OH MOXET BHECTH €€ B
CIIMCOK a/ipecoB JUIsl (puIIMHra.

Ceituac cloKHO CKPBITh CBOI HOMep Tese]oHa, aapec MEKTPOHHOM MOYTHI, UICHTU(UKATOPHI B
MECCEHDKEPaxX MM aKKayHTHI B COICETsX. Tak 4To MAHCHI CTaTh MULICHBIO JUIS aTaKHU C
UCTIOJI30BAaHUEM OJIHOTO M3 KaHAJIOB CBSI3U M3 3TOTO CIHCKA JOBOJILHO BelIMkH. Kpome Toro,
MOIIIEHHHKH MOTYT a/IpeCOBAaTh CBOM (PUIIMHIOBBIC aTaK/ HE TOJIBKO IIMPOKOMY KpYTY JIFOAEH, HO U
KOHKPCTHBIM JIMIIAM.

Qumune c ROMOULBIO CRAM-PDACCHLIKU

@UIIMHT ¢ TOMOIIBIO CIIAM-PACCHIIKM — 3TO IIMPOKO PACKUHYTas CETh, B KOTOPYIO MOKET IIONACTh
1100011 HUYero He 1ojo3peBarolyii yenosek. K 3Toit kaTeropuu OTHOCUTCS OOJIBILIMHCTBO
(UIIMHIOBBIX aTaK.

ITpoiwe roBopsi, criam — 3TO JIEKTPOHHBIN aHAJIO0r OYMa)kKHOM peKyiaMbl, KOTOPYIO OpOCaroT B Balll
nouToBbId UK. Ho ecin GyMaxkHasi pekiama pocTo pas3apaxaet, TO CllaM MOXKET ObITh OIIAceH,
0COOEHHO €CJIU OH SIBJISIETCS YaCThiO (PUITMHIOBOI CXEMBI.

OUIMHTOBBIN ClTaM MAaCCOBO PACCHUIAIOT MOIICHHUKU U KUOEPIIPECTYIMHUKHU, KOTOPBIE MPECIEAYIOT
CJeIYIOLINE LUEeu:

e  BBIYJUTH JEHBIU XOTS Obl Y HEOONBIIOTO KOJUYECTBA aJJPECATOB, OTBETUBIINX HA COOOIEHUE;

e 0OMaHHBIM IyTEM HOJIYYHUTh HAPOJIU, HOMEpA KapT, PeKBU3UTHI OAHKOBCKUX aKKAyHTOB U JAPYTYIO
uH(pOpMaLIHIO;

e BHCAPUTH BpGI[OHOCHBIfI KO Ha KOMIILIOTEPBI CBOUX KCPTB.
DUIMHT C MMOMOIIBIO CIIaM-PACCBUIKHU — 3TO OAWH U3 CAMBIX MOITYJISPHBIX CHOCO60B, KOTOPBIMHU
MOJIB3YIOTCA MOIICHHUKH, 9TOOBI 3aMoJIy4YUTh Balllk JaHHBIC. OHHaKO HCKOTOPBIC aTaKU UMECIOT Ooxee
TOYHYIO LCJIb.

Ileneeon hpumiune

Koraa roBopsr o nejieBoM (TapreTHpOBaHHOM) (pMIIMHIe, OOBIYHO UMEIOT B BUAY
nejaeHanpasieHHbld GummHr (spear phishing) uiam ero Haubosee pacIpoCTPaHEHHYIO Pa3HOBUTHOCTh
— ysunuar (whaling).

Y3HIMHT HalleJIeH Ha JIUI] BBICOKOTO YPOBHS, B TO BpEMsI Kak LeJ1eBOM (PMIIMHI OXBaThIBAaeT OoJee
HMIMPOKUNA KpYT Jrojed. MurieHsaMu 1i1st mo1o0Horo (puImHra 0ObIYHO CTAHOBATCS COTPYTHUKU
KOHKPETHBIX NMPEANPUATHI WU PaBUTEIbCTBEHHBIX Opranu3anuii. OJIHaKo 11eJIbI0 MOIIIEHHUKOB
MOXKET CTaTh 000 YeloBeK, KOTOPBIH MPEACTaBIAETCS UM 0COOEHHO IIEHHBIM WJIM JIETKO YSI3BUMBIM.
Bbl MokeTe oka3aThCsl MUILIEHBIO, €CIIU SABIISIETECH KIMEHTOM OaHKa, KOTOPBIM HHTEpeCyeT
MOILIEHHUKOB, WJIK COTPYJHUKOM MEIULIMHCKOTO YUpexaeHus. Jlake eciii Bbl IPOCTO OTKIMKHYJINChH
Ha MpeUIoKEeHNE APYKObl OT HE3HAKOMOI'0 YeJIOBEKa B COLIMAIbHON CETH, BAC MOTYT MOMIBITATHCS
NOMMAaTh Ha KPIOYOK.

[Tpu 5TOM MOIIEHHUKH TEPIETUBO BBICTPAUBAIOT CBOU CXeMbl. YTOOBI MOJIyUNUTh BO3HATPAXKACHNUE WU
YBEJIMYUTH CBOM IIAHCHI HA yCIIeX, OHU TPATAT MHOTO BPEMEHH Ha MOJTOTOBKY TaKUX
MEPCOHAIN3UPOBAHHBIX aTaK.
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Jist aToro UM MokeT moTpedoBaThes HHGOpPMAIUs O Bac WM 00 OpraHu3alluu, K KOTOPOH Bbl UMeeTe
OTHOILIEHUE.

:‘)Ty I/IH(i)OpMaI_II/IIO MOIICHHUKH MOT'YT MOJYYUTh U3 CICAYIOIINX UCTOYHUKOB:

e TpOoQWIN B COMUATBHBIX CETSX;
e IIPOU3OLIEAUIAS PAHEE YTCUKa JAHHBIX;

e Jpyras UH(QOpMAIIH B OTKPHITOM JOCTYIIE.
31OYMBIIIJICHHUK MOYKET aTaKOBaTh BAC CTPEMUTENIBHO U MOMBITATHECS TOOYUTh BAC K HEMEIJICHHBIM
neiictBusM. B npyrux ciaydasx oH OyzeT BhICTpauBaTh OTHOILIECHHUS C BaMHU B T€YCHHE HECKOIbKUX
MecsI1IeB, 4YTOOBI 3aBOEBATh Ballle JOBEPHE NIEpe TEM, KaK CJeNaTh INIaBHBIA OPOCOK.

MOoIlleHHUKH HE OTPAaHUYMBAIOTCS COOOIICHMSIMU HITH TeJIe(OHHBIMU 3BOHKaMH. YTOOBI TOCTHYD
CBOUX ueneﬁ, OHHU MOT'YT B3JIaMbIBAaTh BITIOJIHC JICTAJIbHLIC cauTel. Ecim BEI He 6yI[eTe OCTOPOKXHBI, BbI
MOXEeTE OKa3aThCsl Ha KPIOYKE, IPOCTO BOWISI B CBOM aKKAYHT Ha CaliTe, KOTOPBIN paHee ObLI
COBEPIIICHHO OE30ITaCHBIM.

K coxanenuto, MHOTHE JIFOAM OKa3bIBAIOTCS JIETKOM 100b1ueil 11 kubepnpectynHukos. [1o Mmepe Toro
KaK 4acToTa I0JJOOHBIX aTaK BO3pacTaeT, (PUILHHT, YBbl, CTAHOBUTCS HOPMOH Halllell TOBCETHEBHOM
JKU3HHU.

Kakue 0b1BaoT BUAbI pumHra?

Hpe;xz[e BCCT'O HYKHO 3HATb, 4E€TO CICAYCT OKUAATh OT (1)I/IH_II/IHFa. DuIIMHrOBas aTaka MOYKET OBITh
OCYHICCTBJICHA CAMBIMHU Pa3HbIMU CHOCO6aMI/I, BKJIrO4as TGJIG(i)OHHI)IG 3BOHKH, SmS-COO6HI€HI/I$I H Jaxe
CO B3JIOMaHHBIX BIOJIHE JIETAIbHBIX CalTOB.

DuimHr ropa3ao JICrdye pacio3HaTb, €CJINU Bbl YK€ BUACIIN €TI0 B I[el\/JICTBI/II/I. CKopee BCCTO, BbI YK€
BCTPCHAJIUCH C TCM HWJIM KHBIM BUJIOM (I)I/IIHI/IHFa, HO ITPOCTO UTHOPUPOBAJIU €T'0 KaK OOBIYHEBIH CIIaM.

MollIeHHUKHY MBITal0TCS JOCTUTHYTh CBOEH LM Pa3HbIMU ITYTSIMH, 1I03TOMY 00J1bIIHHCTBO JI0eH,
BEPOSITHO, CTAJIKMBAJIMCH XOTH ObI C O/THUM M3 BHI0B (DMIINHIA, IEPEUNCICHHBIX HUXKE.

o IlouyroBbii GpumMHI. OUNIMHTIOBBIE TMCHMA NIPUXOIAT HA BaIly dJIEKTPOHHYIO MIOUYTY U, KaK
IIPABUIIO, COZIEPKAT MIPENJIOKEHUE IEPENTH 110 CCHUIKE, COBEPIIUTH IUIATEXK, IPUCIIATh JIMUHBIC
JTaHHBIE WM OTKPBITH BiokeHue. [Ipu 3Tom agpec oTripaBuTeNIss MOXKET OBITH OUYEHB IIOXO0XK Ha
HOJUIMHHBIN, a B IMCbME MOXET COJepKaTbCsl MHPOPMALUs, KOTOPYIO Bl BOCIIPUHUMAETE KaK
JNYHYIO.

o Tlopagenka 10MeHHOro UMeHH. DTO MOMYJISIPHBIN CIOCO0, C TOMOIIBIO KOTOPOTO
3JI0YMBIIIJIEHHUKY UMUTHPYIOT MOJJIMHHBIE aJjpeca 3JIEKTPOHHOM NoYThl. J{71s1 3TOr0 OHM OepyT
JIOMEHHOE MMs peajbHO CYIIECTBYIONIEH KoMIaHUM (HarpuMep, (@america.com) 1 cierka
MEHSIOT ero. Bel MokeTe oTpearnpoBarh Ha TUCHMO € OOPATHBIM aJIpecoM, K IpUMeEpY,
(@arnerica.com ¥ TaKUM 00pa30M CTaTh KEPTBOI MOIIEHHUYECKOH CXEMBI.

e TonocoBoil ¢puiuHr, nau BUMIKHT (vishing). MoIIEHHUKH 3BOHAT MO TeIEPOHY U BBLAAIOT ce0s
3a peaJIbHO CYIIECTBYIOLIET0 YEJI0BEKa WM KoMnaHuo. OHM MOTYT UCIIOJIb30BaTh
NepeHaripaBiIeHle ¢ TOMOIIbIO ABTOMAaTHYECKOI0 TOMOITHUKA U MAaCKHPOBATh CBOW HOMEpP
tenedona. Mx 3agaya — He JaTh BaM MOBECUTh TPYOKY M JOOUTHCS OT Bac OIMpeIeICHHBIX
JIEHCTBHM.

e SMS-¢pumuHr, wim cMummHr (smishing). Kak u B cirydae BUIIMHTA, MOIIIEHHUKU BBICTYHAIOT
OT UMEHU PEeajJbHO CYLIECTBYIOIIEH KOMIAHUU U HMUTUPYIOT CPOUYHYIO TPOOIIEMY, HO JI€Tat0T
3TO ¢ moMoIbo SMS-coobienuii. B Takom coo01eHnn 00bIYHO COJEPKUTCS CChUTKA WIIN
TenedOHHBIN HOMEp, KOTOPBIMH BaM IIpeIJiararoT BOCMOIb30BaThes. [lonp30BaTen oHaiH-
MECCEHKEPOB TAK)KE PUCKYIOT OKA3aThCs KEPTBAMH MO00HOM aTaku.
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@uIMHT B couceTsax. B sToM ciydyae kubepnpecTymHUKY 3aMaHUBAIOT Bac B JIOBYILIKY C
MOMOIIHIO TIOCTOB WJIM JIMYHBIX COOOIIEHUH. B 0JHIX COOOIEHUSX MpeAiararoTcsi OecIuiaTHbIe
MOJIapKH, IPYyrue MpeACTaBIsA0T cO00 MPUMUTUBHBIE MOAIEIKH 0] O(QULIMATbHBIE CTPAHUIIBI
pa3IMYHBIX OPTaHHU3AIHM, TJIe COJEPIKATCS KaKue-Tu00 CpodHbIe TpeOboBaHUs. MOIIICHHUKT
MOTYT JEHCTBOBATH OT JIMIA BAIIMX APY3€H UK A0JIT0 U METOJIMYHO BBICTPAUBATh C BAMHU
OTHOILICHUS, TIPEXK/IC YeM MEPEHTH B aTaKy.

Kaon-¢ummur (clone phishing). 310yMbIlIIEHHUKHA KOMUPYIOT PeaibHbIE TUCbMa, KOTOPBIE BbI
yKe MOJIy4daau paHee, Py 3TOM 3aMEHSIOT HACTOSIIME BIOKEHHS U CChUIKA Ha BPEJOHOCHbIE. B
OCHOBHOM OHHU JIETIAIOT 3TO Yepe3 3JIEKTPOHHYIO IOYTY, HO MHOTJAa CO3/IA0T AJIs ATOrO
MO//IeNIbHBIE aKKAYHTHI B COIIMAIBHBIX CETSIX U MECCEHIKepax.

B HEKOTOPLIX CJay4YasixX ¢ HeJIbI0 (l)l/IIHI/IHFa 3JIOYMBIIVICHHUKH MOI'YT MOAAC/IbIBATD WU
BHJIOU3ZMCHATH JICTAJIbHBIC Be0-caiiThI.

Boaomnoii (watering hole). CpeactBom uist 3TOM pa3HOBHIHOCTH (QHMIKHTA CYXKAT MOMYJISIPHbIC
CaMTHI ¢ OOJIBLINM KOJIMYECTBOM ITOCEeTUTENEeH. MOIIEHHUKN TBITAIOTCS SKCIUTYaTUPOBATh
YSI3BUMOCTH TaKMX CalTOB JUIsSl OCYIIECTBIICHUS Pa3HOOOPA3HbBIX aTak. DT CXEMbI OOBIYHO
CBsI3aHbI C pacchlIKOil BpegoHocHoro [10, nepeHanpaBiieHneM 10 BPEAOHOCHBIM CChUIKaM U T. II.
@®apmunr (pharming), uiu orpasJienue kema DNS. MorieHHUKY epeHanpaBisioT Tpaduk ¢
Oe3omacHoro Be0-caiita Ha (PUIIMHTOBYIO CTPAHUILY C IIOMOIIBIO BpepoHocHoro [10 nmm
UCIIOJNIB3YS YA3BUMOCTHU camoro caita. Eciau BeO-caliT cran sxkepTBoii (hapMuHTa, TO JaKe eClin
IIOCETUTENH BPYUHYIO BBOJST €ro BeO-aJipec, OHU BCE PaBHO I1011a/1al0T Ha BPEIOHOCHBIN CaliT.
TaiinckBoTTHHT (typosquatting), njim nepexsar Bed-apecoB. B 3ToM ciyuyae MOIIEHHUKH
MBITAIOTCS JIOBUTH JIFOCH, KOTOpBIEC OMIMOAIOTCS TIpH BBOIE BeO-anpeca. Hanmpumep:
3MOYMBIIUIEHHUKH CO3/IaI0T MOJIIENIbHBIN (PUIIMHTOBBIN CaliT, aipec KOTOPOTO BCErO Ha OAHY
OyKBY oTJIM4aeTcs OT HacTosulero. Eciu Bbl ommbeTeck U HanedaTaere B agpece «wallmarty
BMeCTO «walmart», Bbl MOKETe OKa3aThCsl HA TAKOM BPEJOHOCHOM CaiTe.

Kunkmkexkunr (clickjacking). MomeHHUKY UCTIONB3YIOT YSI3BUMOCTU BEO-CalTOB ISt
BCTPAaMBaHMSI CKPBITHIX JIOBYIIEK. C MX MOMOIIBIO OCYIIECTBISETCS MepexBaT JOTUHOB, Maposeit
1 J1I000# Ipyroi nHGOpMaIlii, OCTAaBJICHHONW BaMU Ha CaliTe, KOTOPHIH B OCTAIIBHOM SIBJISICTCS
COBEPIICHHO OE30TMaCHBIM.

Ta6naounr (tabnabbing). OTo TakTHKa, KOTAa MOIIEHHUYECKasl BeO-CTpaHUIla IPH OTCYTCTBUU
Balllell aKTUBHOCTH Mepe3arpykaeTcs Ha CTpaHuIly BBOJA MAapOJisl, UMUTHUPYIOLYIO J€TaJbHbIN
caiiT. BepHyBIINCh Ha CTpaHUILy, BBl MOXKETE IPUHSTH €€ 32 HACTOSIYIO0, BBECTH YUETHBIE
JaHHBIC ¥ TAKUM 00pa30M JaTh 3II0YMBIIIJICHHUKAM JIOCTYI K BallleMy aKKayHTY.
HTTPS-¢pummur. B 3Tom cirydae MOIIEHHUYECKast CTPAHHUIIA MACKHPYETCS TIO 3alUIICHHBII
BeO-CaliT ¢ MOMOIIBIO KITACCHUECKOro N300pakeHus 3aMKa B Havajie ajjpecHoi cTpoku. Eciu
paHbIIIe 3TOT 3HAK 3aMIM(PPOBAHHOTO COEIMHEHUS MOSIBIISIICS UCKIIOYUTEIBHO Ha caiiTax C
HOJTBEPAKIEHHBIM CepTU(PUKATOM O€30MaCHOCTH, TO TENEPh €r0 MOXKET MOIYYUTh K000 BeO-
caiit. Takum o0pa3om, Ballle COeJJMHEHNE U NiepejaBaeMasi BaMU UH(GOpMaIns MOKET ObITh
3aKpbITa JIJIs1 TOCTOPOHHUX, OJJHAKO CaMU BbI OKa3bIBa€TECh HAa (DUITMHTOBOM CaiiTe,
NpUHAJIeKAIEM KHOEPIPECTYIHUKY.

I[an(e Balll€ TCKYMICC UHTCPHET-COCANHCHUEC MOKET OKAa3aTbCA He0e30MacHBIM.

«3a0i aBoiiHMK» (evil twin). MoleHHUKN UMUTHPYIOT JeicTBYomue myoauunsie cetn Wi-Fi B
OOIIECTBEHHBIX MECTAX, TAKUX KaK KO(QEHHN nin a3ponopThl. X 11e1b — 3aCTaBUTh Bac
MOJIKJIFOUUTHCS K CBOEH CETH M OTCJIETUTh BCE BAIllU JACHCTBHUS.

U elie HECKOIBKO BUIOB (I)I/IIJ_II/IHFa, 0 KOTOPBIX CJICAYCT 3HATh.

@UIIMHT B MOUCKOBBIX cHCTeMax. B 9TOM citydae MOIIEHHUKYA MaHUITYJTHPYIOT PE3yIbTaTaMu
MMOMCKOBOM BBIAAUU, TaK YTO MOJAEIIbHbIE CTPAHUIIBI MOSBIISAIOTCS B HUX PaHbIIE, YEM
Hacrosimue. Takoit By gummara emie HazbiBaeTcs SEO-pummunar unn SEM-¢dumunr. Ecnu Bb
OyJeTe HeBHUMATEIbHBI, BBl MOKETE OKa3aThCsl HA BPEJJOHOCHOW CTPaHMIIE BMECTO HACTOSIIEH.
Anriep-¢pumuHr (angler phishing). MomenHuky npeAcTaBIsOTCA COTPYTHUKAMU CITYKObI
MOJJIEPKKH PealbHO CYIIECTBYIOIICH KOMITaHWH, YTOOBI BBIMAHUTH y Bac nHpopMmaruto. [Tpu
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YIIOMHHAHUU BaMH B COLICETAX KOMITAHHH C MCIIOJIb30BAaHMEM 3HAUKa (@, MOIIEHHUKH OTMEYAOT
3TO M OTIIPABJISAIOT BaM MOAJEIBHBIA OTBET OT UMEHH CITYKOBI MOAECPKKH KOMIAHHH.

e B3aom kopnoparusHoii moutsl (Business email compromise, BEC). Dtor meToa BkiIto4yaer B
ce0st pa3TUYHbIe CIIOCOOBI B3JIOMa KOPIIOPATUBHBIX KaHAJIOB KOMMYHUKAIIUH [T TOTyYESHUS
LEHHOH nH(popMay. MOIIEHHUK MOXET IPEACTaBIAThECA PYKOBOAUTEIEM KOMITAHUU WITU
BBIJIaBaTh €05 33 MOCTABIIMKA YCIYT, MBITAsSCh MHUITUMPOBATD JCHEKHBII EPEBOJI C TIOMOLIHIO
HOJ/IETIBHOTO cueTa-(haKkTyphl.

e KpunrosaaoTHbiii GUIIKMHT. DTOT BUJ MOIICHHUYECTBA HALIEJIEH Ha JepxKaTene
KPHUITOKOLIEIBKOB. BMecTO TOro 4To0bl 100 ¥ HYJHO 3aHUMATHCSI MAMHUHIOM KPUIITOBAIIOTHI,
IIPECTYITHUKY MBITAIOTCS YKPACTh €€ Y T€X, KTO €10 YK€ BIIaJICET.

Taxum 00pa3oM, pa3HOBUIHOCTEH (PUILIMHTA CYILIECTBYET MHOKECTBO U CIIUCOK ITOCTOSTHHO
nonojiHsercs. Mpl Iepeuncinin caMmble paclipoCTpaHEHHbIE BUbI aTaK Ha CErOJHAIIHUN 1€Hb, HO
YK€ 4epe3 HECKOJIBKO MECALIEB MOT'YT IOSBUTHCS HOBBIE UX BUJIBIL.

MoleHHUYECKHE CXEMBI OBICTPO MEHSIOTCS ¢ YYETOM TEKYIIUX pealinii, HOITOMY UX OBIBAaeT TaK
CJIOKHO pacrio3HaTb. OHAKO CIIOCOOBI 3alUThI CYILECTBYIOT, U [yl Hayala He00X0AUMO ObITh B
Kypce Hanboee CBEXKUX MPUMEPOB TAKUX CXEM.

HeckobK0O THNMYHBIX (PMIIIMHTOBBIX CXEM

Hepo3moxno NEPCUUCIUTL BCC U3BCCTHLIC (1)I/IIHI/IHFOBI)Ie CXEMbI, TaK 4YTO OTMCTHUM CaMbIC THUIITMYHBIC,
KOTOPBIX CICAYET OIlaCaThCA.

Hpanckas kudeparaka. 3M0yMBIIUICHHUKH TPUCHUIAIOT MMUCHMO C TIOAJIEIBHOTO aapeca Microsoft u
npeiaraloT BOMTH B CUCTEMY I BOCCTAHOBIICHUS SIKOOBI 320JIOKHPOBAHHOTO B 11X 0€30MacHOCTH
akkayHta. [Tociie 3Toro OHM MOXUINAIOT Ballld YYE€THBIC JJaHHBIC K aKKayHTy Microsoft. MomeHHIKI
paccUMTHIBAIOT Ha Ball cTpax notepsAts goctyn k OC Windows, a 1i1s Gosnblieii mpaBaonogo0HOCTH
HCIOJIb3YIOT aKTyaJIbHYI0 HOBOCTHYIO ITOBECTKY.

YBenomuienne 06 ynanenuu ¢aiiio ot Microsoft Office 365. Do eire oauH B MOIICHHUYECTBA
C LIEJIBIO MOIYYUTh BAIllM YUETHBIE TaHHBIE K aKKayHTy Microsoft. Bam mpuxoaut mucsMo ¢
uHpopMalrel, 4To U3 Balllero akkayHTa ObUT yaneH 6onbiioi o0beM ¢aitnos. s BOCCTaHOBIEHUS
BaM IIpeJIaraoT CChUIKY /IS BXOJa B aKKayHT, YTO, KOHEYHO, IPUBOJUT K YTEUKE BallIUX YUETHBIX
JTAHHBIX.

BbankoBckoe yBegomiieHue. MOIIEHHUKY MBITAIOTCS BBECTH Bac B 3a01yKJIEHUE C TOMOIIbIO
HOJ/IETIBHOTO YBeioMIIeHUs OT OaHKa. OOBIYHO B TAKOM MHUCHME COJIEPKUTCS CChIIKA Ha BeO-(popmy,
I7le BaM IIpeJylaraioT BBECTH OaHKOBCKHE PEKBU3UTHI /Ul Bepuukannuu akkaynta. Hukorna He
nenaiite 3Toro. CBSHKUTECH CO CBOMM OaHKOM, YTOOBI TaM MOTJIM IPUHATH MEPHI B CBSI3H C ATHUM
MOILIEHHUYECKUM MHCbMOM.

IIncbmo ot apyra. MomeHHUKH MPeICTaBIIAIOTCS BAlllUM JPYTroM, KOTOPbIH SIKOOBI HAXOIUTCS 32
IpaHuLIEeN U HYKJIa€TCs B Ballel MOMOIIN. DTa «IIOMOIIbY, KaK MPABHUIIO, 3aKIF0YAETCS B ACHEKHOM
nepesojie. [Ipexze yeM oTrpaBUTh JEHbIH, TO3BOHUTE JPYTY, YTOOBI TPOBEPUTH HHPOPMALIUIO.
Boiurpeim nian HacjeacTBo. [loayynB coobiieHue 0 TOM, YTO Bbl HEOKUJAHHO BHIMTPAIIN MIPU3 WU
MIOJIyYMJIM HACJIEICTBO OT HE3HAKOMOI'O POJICTBEHHUKA, HE CIIEIUTE pasoBaThcsi. CKopee BCero, 3To
MOILIEHHUYECKOE MUChMO, B KOTOPOM OT Bac MOTPEOYIOT MEPEUTH 10 CCHUIKE Y BBECTHU CBOM JINUHBIE
JTAHHBIE U1 IOJTYYEHUs TpU3a WK Bepu(UKAIIMK [TpaBa Ha HACJIECTBO.

Bo3BpaT Hasiora uiu 60Hyc. ITO MOMYJISIPHBIN CIIEHAPUI MOIIIEHHUYECTBA, TOCKOIBKY OOJIBITMHCTBO
Jro/Iel €KeroiHo MmIaTAT Hajmord. OOBIYHO B TAKUX (PUITMHIOBBIX COOOIIEHUSX TOBOPUTCS, YTO BBI
anbo uMeeTe MpaBo Ha BO3BpAT YacTH Hajora, 100 K BaM €CTh BOIPOCHI Y HAJIOIOBOM MHCIIEKITUH.
Bawm npeanaratot opopMuTh 3ampoc Ha BO3BpaT HAJIOTa MITU 3al0JHUTh HAJTOTOBYIO JEKIapaluio (C
yKa3aHHWEM MOJIHBIX AaHHbIX). [lociae 3Toro 31m0yMbIIEHHUKY JTH00 MOXUILAIOT BALIU JIEHBIH, THO0
IPO/IAIOT BAIllM JINYHBIE JJAHHbBIE TPETHUM JIUIaM, JINOO U TO U APYroe.

@OUIIMHT ¥ APYTHe BPeI0OHOCHBIE YTpo3bl Bo Bpemsi dnuaemun COVID-19



Omuaemuss COVID-19 noaronkHyna KuOSpMOIICHHUKOB 33/IeHCTBOBATh CTPaX B CBOMX HOBBIX
(GUIIMHTOBBIX cxeMaX. B 0IHOM W3 caMbIX H3BECTHBIX CXEM HCTOJIb3yeTCs OaHKOBCKHI TposiHell Ginp,
KOTOPBIiA, MPOHUKHYB Ha YCTPOMCTBO MOJIb30BATENs], OTKPBHIBAET BEO-CTpaHUILy 1101 HA3BaHUEM
Coronavirus Finder («Haiinu koponaBupycy). [lonb3oBarento npeiaractcst 3ariaTUTh ICHbBIH, YTOOBI
y3HaTh, KTO U3 cocejiell 6oeeT KopoHaBUpycoM. B pesynbrare mpecTymHUKU MOTy4YaroT PEKBU3UTHI
0aHKOBCKHUX KapT U UCUE3AI0T.

W3BecTHBI TaKkKe CiIydau, KOT/1a MOIIEHHUKHU MIPEJICTABIISIIOTCS COTPYAHUKAMU COJIMIHBIX
roCyJapCTBEHHBIX Opranu3zanuii u aaxe Becemupnoii opranuzaiuu 3npaBooxpanenus (BO3). Ouu
CBSI3BIBAIOTCS CO CBOMMHU KEPTBAMU HAMPAMYIO, OOBIUHO Yepe3 3JIEKTPOHHYIO MOYTY, U MPEAIaraloT
BBECTH OAHKOBCKHUE PEKBU3UTHI WJIH MEPEUTH IO cChUIKe. TakuM 00pa3oM OHU MBITAIOTCS 3apa3uTh
KOMIIbIOTEp BpeOHOCHBIM 10 Miiv MOXUTUTH TMYHbBIE TaHHBIE.

Takue muchbMa UM COOOIICHHUS MOT'YT BBITJISIIETh Kak HacTosmue. OIHAKO MPUCMOTPEBIIUCH K
yKa3aHHOMY B CCBUIKE Be0-aJIpecy WM aApecy OTIPABUTEINS, MOXHO JIETKO 3aMETHTh IPU3HAKA
noanenku. Hampumep, mucbmo ot nipeacraButesns BO3 nnm rocyaapcTBEHHOM OpraHu3aiiy He MOXKET
OBITH OTITPaBJICHO ¢ MoYTOBOTO cepBepa Gmail. Keratu, mpu uzydennn BeO-aapeca Hy>KHO OBITh
OCTOPOKHBIM, YTOOBI CITy4aliHO HE HAXaTh HA CCBUIKY.

He nonanaiirecs Ha 3Ty yaouky. Opranusanuy Takoro pojia HUKOI1a He IpocsT MPeI0oCTaBUTh
KOH(HICHIIMATHHBIE TNYHBIC WIIN OAaHKOBCKUE JaHHBIE. BEpOsSTHOCTH TOTO, YTO UX MPEICTABUTEIH
IPEeUIOKAT BaM 3arpy3UTh MPUIIOKEHUE WM IPOrpaMMy Ha Balll KOMIIBIOTED, TOXKE IPAKTUYECKH
HyzneBasd. [loaToMy nosryuuB nogo06HoOe NUCbMO, OCOOEHHO €CIIM HUYTO HE IPEABEIIANIO €ro
HOSIBJICHUSI, HE TIEPEXOUTE IO CChUIKAM U HE COO0IaiiTe CBOU JINYHbIE UM OaHKOBCKHE JaHHBIE.
Ecnu y Bac BO3HUKIIM COMHEHUSI, 00paTUTECh B COOTBETCTBYIOIME OPTaHbl MM B Ball OaHK.
Hcnonb3yiiTe TOJIBKO 1OBEPEHHbIE BEO-CalThl U PECYPCHI.

Bot uTto cieayer jaejiaTb, €CJIU Bbl NOJYYUJIH TAK0E ITUCBbMO.
1. TIpoepbTe aspec 3MEKTPOHHOI MOYTHI OTIPABUTENS. B 31IEKTPOHHBIX ajpecax COTPYAHUKOB
BO3 ucnonb3yercs mabdion person@who.int u aukoraa @gmail.com u 1. 1.
2. TlpoBepbTe CCBHUIKY, MPEX/IE YeM MepelTH o Hel. Y OeauTech, 4YTo B Hauajae CTPOKH CTOUT
https://, a ue http://.

3. Byabre ocTOpoXkHBI, cOO0IIAs CBOIO JIMYHYIO HHpOpMaluio. Hukorna He packpbiBaiiTe CBOM
y4€THbIE JaHHbIE TPETHUM JIMIIAM, AK€ €CJIM OHM MPEICTaBIA0TCs coTpyaHukamMu BO3.

4. W36eraiiTe cemky U NaHUYECKON peakiuyu. MOIEHHUKHU, paCCUUTHIBAIOT HA HUX, YTOOBI
3aCTaBUTh BaC NEPEUTH TI0 CCBIIKE WIM OTKPBITH BIOKECHHUE.

5. Ecnu BbI packpbuiM KOHGHUISHIMATBHYIO HHPOPMALIMIO, HE BlIajaiTe B maHUKy. OOHOBUTE
CBOM y4€THBIE JaHHbIE HAa BCEX BeO-caiiTax, re Bbl UX UCIOIb30Bail. CMEHHUTE Naposu U
HEMEJICHHO CBSKUTECH C BallIUM OAHKOM.

6. Bcerma coobmraiiTe o ciy4asx MOIIEHHUYECTBA.


https://www.kaspersky.ru/blog/ginp-trojan-coronavirus-finder/34338/

